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Do you remember?

* What are the main steps for reading a file?

* What is a stringstream, and where can it be
useful?

* When overloading an output operator (<<), why
should the stream object (std::ostream) be
returned from the function?

* When overloading an input operator (>>), why

should the value being read in be passed as a
reference?
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Today

Memory
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Today

* Memory Management

* Pointers

e Scope

 Memory Allocation / Deallocation
* Copy Constructor
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Random Access Memory (RAM)

* Programs running on your computer store their
variables in RAM

* Inherently temporary storage.

* Only available as long as program is running
* Use files for persistent storage
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RAM iIs shared!

* Your computer has a limited amount of memory that must
be shared between programs

* The operating system assigns portions of memory to

programs as needed
L R i

@ X «
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RAM iIs shared!

You can monitor RAM usage in Task Manager
(Windows) or Activity Monitor (MacOS)

Activity Monitor , )
LA All Processes ® ® ov CPU Memory Energy Disk Network

Process Name Mem... Threads

LibreOffice 2,20 GB bart
Firefox 1,36 GB bart
Zotero 1,08 GB bart
WindowServer 1,05 GB _windowserver
FirefoxCP Isolated Web Content 1,02 GB bart
Discord Helper (Renderer) 880,6 MB bart
Steam Helper 484,0 MB bart
Steam 475,5 MB bart
Spotify Helper (Renderer) 469,6 MB bart
Microsoft Teams Helper (Renderer) 402,5 MB bart
Jottacloud 383,8 MB bart
Slack Helper (Renderer) 363,7 MB bart
FirefoxCP Isolated Web Content 348,3 MB bart
Microsoft Teams Helper (GPU) 336,3 MB bart
Discord Helper (GPU) 328,5 MB bart
Code Helper (Render: 327,8 MB bart
Microsoft Teams 306,7 MB bart

Mail 305,8 MB bart

MEMORY PRESSURE Physical Memory 16,00 GB
Memory Use 13,45 GB <
Cached Files: 2,57 GB
Swap Used: 1,83 GB

App Memory: 4,84 GB
Wired Memory: 2,18 GB
Compressed: 5,59 GB
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Random Access Memory (RAM)

 Allocation: reserve a region of memory to store
data (variables)

* Deallocation: return a reserved region of

memory to the operating system such that other
programs can use it
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Today

* Memory Management

* Pointers

e Scope

 Memory Allocation / Deallocation
* Copy Constructor
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Demonstration: Pointers
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Pointer

» Definition: A variable which contains the location (memory address) of another variable

e Syntax:
int* pointerToNumber = nullptr;
int can be replaced with The * indicates Variable name  The default value of
any data type. Meaning: this variable is a a pointer should
«if you look at the address pointer to int always be nullptr,
stored in this pointer, you meaning «pointer to
will find an int» nowhere»
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Why pointers?

* Avoid making copies of objects, just like references

* References cannot be stored as a variable in an
object or std::vector, pointers can
* Very easy to share references to commonly used
objects

* Can create std::vectors or std::arrays containing
different types of objects (lecture 12)

* Required for storing large amounts of data

* Allows for some very efficient algorithms
(we will implement one in the assignment =) )
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Pointers

* You can obtain the address of any variable with the & operator:

int number = 5;
int* pointerToNumber = &number;

* Fetching the value at the address stored in the pointer is done using the * operator:

std::cout << *pointerToNumber << std::endl; // prints 5
int copyOfNumber = *pointerToNumber; // copyOfNumber 1is now 5

* The address the pointer references can be printed using std: : cout:

// prints a memory address, for example: 0x16fdff308
std::cout << pointerToNumber << std::endl;
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Pointers

* We can modify the value the pointer references, but always need to dereference it first:

int number = 5;
int* pointerToNumber = &number;

*pointerToNumber += 5;
std::cout << number << std::endl; // prints 10

number = 25;
std::cout << *pointerToNumber << std::endl; // prints 25
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Pointers are (almost) references!

Pointers References
References another value Yes Yes
Can reference a value that does not exist Yes ggsv’vi?ﬁtaesg;ﬁtretf
Can be set to nullptr If not const No
Can modify the address being referenced If not const No
Possible to create a vector or array containing these Yes No
Need to dereference the reference explicitly Yes No

Best practice: use references when you have a choice!
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Task: pointers

* What do each of these programs print out to the terminal?

int a = 10;
int* ptrl = &a;
int b = 20;

int* ptr2 = &b;

ptri = ptr2;

ptrl += *ptr2;

std::cout << a << std::endl;
std::cout << b << std::endl;

float x = 2.5;
float™ ptrl =
float y = 7.0;
float™ ptr2 = &ay;

float™™ ptrCeption = &ptri;

float™ ptr3 = ptr2;

ptrl = ptr2;

ptrCeption = &ptr3;

std::cout << **ptrCeption << std::endl;

&X;
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Pointers to objects

« Using the members of objects referenced by a pointer requires the -> operator, or first
dereferencing the pointer (both methods are entirely equivalent)

std: :vector<int> integers(10);
std: :vector<int>* pointerToIntegers = &integers;

pointerToIntegers->at(3) = 8;
// These two lines are equivalent:

std::cout << (*polinterToIntegers).at(3) << std::endl;
std::cout << pointerTolIntegers->at(3) << std::endl;
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Today

* Memory Management

* Pointers

* Scope

 Memory Allocation / Deallocation
* Copy Constructor
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Scope

e Determines where names (e.g. variables, classes, or
functions) exist, and where they cease to exist

For example:

int a = 2;

if(a == 3) {
int b = a;
)
int ¢ = a; // no problem!
int d = b; // error: b does not exist!
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Scope

* In general:

« Scopes are denoted using { } braces

* Names exist from where they are declared within a
scope to the end of that scope

 Names can be used in the scope where they exist

(I

QOO ~NOOULA,WNE

//
//
//
//

//
//

//
//

1 does not exist here

The scope of 1 begins here
1 does not exist here

1 now exists

1 exists here
1 exists here

The scope of i1 ends here, 1 ceases to exist
1 does not exist here
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Block Scope

if(condition) { void doStuff(int x) {

// this 1s a scope // this 1s a scope
} // parameters such as x

// are also part of

for(int 1 = 0; i < 10; i++) { // this scope

// 1 1s part of this scope }
}

switch(condition) {

while(condition) { // this 1s a scope

// this 1is a scope }
} x
try { While switch statements

// this 1s a scope
} catch(std: :exception& e) {
// this 1s a separate scope
}

22

have their own scope,
declaring variables within
them is not permitted.

& NTNU
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Other Scopes

namespace { For the sake of completion, these
// this 1s a scope constructs also have their own scopes.
¥
Like block scopes, names declared
class Object { within them only exist within the bounds
// this 1is a scope of the { } braces.
i
For accessing some members in these
struct AlsoObject { scopes you can use the scope
// this 1s a scope operator : : (for example: std: :cout)
i

enum class ScopeTypes {
// this 1s a scope

Iy
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Today

* Memory Management

* Pointers

e Scope

 Memory Allocation | Deallocation
* Copy Constructor
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Memory Allocation & Deallocation

* Two main types of memory regions:
* The stack
 All function variables and parameters
* Allocation and deallocation is automatic
* Deallocation happens when the variable
goes out of scope
* Intended for small amounts of memory

 The heap
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Memory Allocation & Deallocation

* Two main types of memory regions:
* The stack

* The heap
* Done explicitly using new/delete
* Allocation and deallocation are manual
* Deallocation happens manually when you
say that you are done using the memory
 Intended for memory amounts of any size
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Memory Allocation & Deallocation

* Allocating on the Stack
 Allocating on the Heap
* The risks of managing memory yourself
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Allocating on the Stack

e Variables declared in block scopes (for loops,
functions, if statements, etc) are allocated at the
start of the scope, and deleted automatically at
the end of the scope in which they are defined

int main() { <« memory to store x and y is allocated here

int x = 5; «— Xxis defined here
int y = X; <«—— xcan be used any place it is defined
return 0;

} < x and y are automatically deallocated here
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Demonstration — stack allocation

29 Course TDT4102 - Lecture 10 @NTNU




Task: stack ISSUES struct zombie {

_ int health = 0;
Find the problem // Things related to braaaaaiinnss go here

with this program. }i

Zombie* spawnzZombie() {
Zombie zomb;
zomb.health = 100;
return &zomb;

}

int main() {
Zombie* zomber = spawnzZombie();
Zombie* moreZomber = zomber;
Zombie zombest = *moreZomber;
moreZomber ->health = 200;
std: :cout << zomber->health << std::endl;
return 0;

}
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Memory issue: dangling pointer

* Dangling reference:
A pointer that references memory that has
already been deallocated
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Allocating on the Stack

e Two minor issues:
* The stack has limited space
Usually around 1 to 8 MiB depending on compiler and OS
This program allocates more space than is available:

#include <array>

int main() {
std::array<int, 1024 * 1024 * 1024> giantArray,
return 0;

}

 All sizes for stack variables must be known at compile time
(which is why std: :array by default stores its data on the stack,

but std: :vector does not)
& NTNU
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Memory Allocation & Deallocation

 Allocating on the Stack
* Allocating on the Heap
* The risks of managing memory yourself
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Allocating on the Heap

 Allocating on the heap is done using the new operator.

* C++ will ask the OS for enough memory to store the
data type you specify
 The new operator returns a pointer to where in memory

your data has been allocated by the OS
- Replace int with any

int* pointerOnTheHeap = new int {0}; data type you wish to

allocate
*pointerOnTheHeap = 10; ‘\\\\\\\\\\ S
The braces initialise

std::cout << *pointerOnTheHeap << std::endl; _
\ the allocated int to O.
We have already seen

how to use pointers

& NTNU
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Deallocating data on the Heap

* Data allocated on the heap is not deleted automatically!

* We need to explicitly tell C++ that we are done with each
value we allocate by using the de Lete operator.

int* pointerOnTheHeap = new int {0},

delete pointerOnTheHeap;

\ For every new there must be

a corresponding de lete
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Allocating an array of values

* It is possible to allocate an array on the heap using the new|[ ]
operator
« Recommendation: a std: :vector does basically the
same thing. Use it as much as you can!

Replace int with your Length of the You can initialise
data type of choice \ / array goes here / values using { }

int* heapArray = new int[5] {1, 2, 3, 4, 5};

heapArray[2]
heapArray|[7]

10; // we cannot use at() and must use []
3; // [] does not do bounds checking

delete[] heapArray; <« Memory allocated using new[ ] must
use delete[ ] to dealocate
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Demonstration — heap allocation
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RAM Allocation

The Operating System (OS) is responsible for allocating
RAM to running programs

Memory allocation

1. program asks for memory
Can | have 48,879 bytes of memory?

2. OS reserves a memory region of the requested size
Sure! | assigned a region of 48,879 bytes to you

3. program uses the memory

*reading and writing intensifies* Memory deallocation

4. program notifies the OS that it is done using the memory
| no longer need those 48,879 bytes. Another program can use them :)

5. OS marks the memory region as available
Cool! Those 48,879 bytes are no longer assigned to you.

38

Course TDT4102 - Lecture 10

& NTNU



Memory Addresses

Programs and the OS specify where something resides in
memory using addresses

A memory address is the «index» of a byte in memory,

where the first byte has the address of O

Byte O

Value

Address

39

01101000

00010011

01101001

11010011

01111000

10110101

01001110

00110110

01101100

10010010

862306

862307

862308

862309

862310

862311

862312

862313

862314

862315
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Memory Allocation & Deallocation

 Allocating on the Stack
 Allocating on the Heap
* The risks of managing memory yourself
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Memory Management Risks

 Memory leak:
The pointer to heap allocated memory is lost
before the heap memory is deallocated.

Delete can only be used with a pointer to
allocated heap memory, so when this
pointer is lost, calling delete becomes
Impossible.

for(int 1 = 0; 1 < 10; i++) {

std::string”* helpMessage = new std::string("Oh no!");
std::cout << *helpMessage << std::endl;
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Memory Management Risks

 Memory leak:
The worst ones are quite easy to detect

Memory 320 GB
Memory usage 31.9 GE
60 seconds

hMemory composition
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Memory Management Risks

* Dangling reference:
A pointer that references memory that has

already been deleted

int* heapArray = new int[5] {1, 2, 3, 4, 5};
delete[] heapArray;

// heapArray 1s now a dangling reference

// 1t could still be used, but no longer can be used
// heapArray[3] = 32; <- this 1is for example not allowed
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Memory Management Risks

* Double free:
Attempting to delete heap memory that has
already been deleted

int* heapArray = new int[5] {1, 2, 3, 4, 5};

for(int 1 = 0; i < 10; i++) {
delete[] heapArray,;
3
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Memory Allocation & Deallocation

 Allocating on the Stack
 Allocating on the Heap
* The risks of managing memory yourself
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Miscellaneous: modifying pointers

* Using arithmetic operators directly changes the address, not the value it references:

int number = 5;
int* pointerToNumber = &number,

pointerToNumber++;
// no idea what this prints, but it’s not the value of number

// because pointerToNumber now references another address
std::cout << *pointerToNumber << std::endl;

« Recommendation: put const after the pointer type if you don’t intend to change the
address. This ensures you can’t modify the address referenced by the pointer.

int* const pointerToNumber = &number;
pointerToNumber++; // error! You’re modifying the address

*pointerToNumber++; // all good

& NTNU
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Miscellaneous: C strings

» C strings are arrays of characters, called as such because std::string is
not a thing in C

char* usefulText = "The more you drink, the more wWC!";

Stack variable
char* usefulText;

Somewhere in memory

) |T| Ihl Iel 1 1 Iml IOI lr-l lel 1 1 lyl

Read characters using the ] /
operator, just like all arrays: usefulText[4]
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Miscellaneous: C strings

» C strings are arrays of characters, called as such because std::string is
not a thing in C

* They were designed in a time when memory was expensive, so rather
than store a length (like std::string’s size()), a byte set to O is used
iInstead to denote the end of the string

Somewhere in memory

Iel 1 1 |ml IOI lr-l lel 1 1 IWI ICI I\Ol

char* usefulText = "The more you drink, the more wWC!";
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Today

* Memory Management

* Pointers

e Scope

 Memory Allocation / Deallocation
* Copy Constructor
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Copy Constructor

* A special constructor that is called when copying
an object.

* Happens when assigning a variable to another,
or when using pass-by-value for a function

parameter

* If your object allocates heap memory in its
constructor, your copy constructor should ensure
that memory is duplicated in a separate region of

memory

& NTNU
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Copy Constructor: Syntax

class Houston {
Satellite* satellite;
public:
Houston() {
satellite = new Satellite("sputnik");
1

Houston(const Houston& other) {
satellite = new Satellite(other.satellite->name),
¥

+s

The copy constructor is another constructor
which takes a const reference to an instance of

the same object as its only parameter
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Today

* Memory Management

* Pointers

e Scope

 Memory Allocation / Deallocation
* Copy Constructor

Next week

* DESTRUCTORS

* Automatic deletion using unique_ptr and shared_ptr
* Graphical User Interfaces (GUI)
 std::unordered_map
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